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Req #: A00O3

Position: Physical Security Consultant

Full Time

I°T, LLC is an Engineering Services and Management Consulting organization
headquartered in Huntsville Al. We provide a broad range of facility related services,
with core knowledge and capability in Asset Protection, Site Security, Energy
Optimization, and Project Management.

ESSENTIAL JOB FUNCTIONS, DUTIES AND RESPONSIBILITIES
Independently or under minimal supervision, the candidate will perform variety of
Security and Protection tasks in support of multiple projects. Tasks include one or
more of the following within the project Life Cycle:

e Able to travel and work overseas for up to 12 months.

¢ Risk assessment and management programs and associated methodologies to
assist in the development of Physical Security risk assessments.

 Computer programs and applications to include Microsoft Excel, Power Point,
Access, photo editing tools and the ability to manage data and files on a
network environment.

* Experience in the recommendation, planning, integration, and implementation
of physical security countermeasures.

* Leverage knowledge of global security systems and technologies to assist
facility/site managers in implementing comprehensive critical infrastructure
security systems and procedures.

e Ability to communicate effectively, both verbal and written, to organize and
present data, reports and financial considerations in a clear, concise and
professional manner.

* Ability to interact efficiently and effectively with various personalities in diverse
organizational cultures.

* Work independently with minimal supervision.

Duties Include:

* Working with personnel regarding the security design projects and project
reviews ensuring project specifications are compatible with existing internal
protection technologies.

e Assisting management with the coordination of meeting activities including:

taking meeting minutes and action items, and drafting agendas.

e Supporting liaison activities with internal and external stakeholders to identify,
resolve, and mitigate programming issues, nuisance alarms, and security
system concerns.

* Reviewing and making recommendations on security policies, procedures and
standards for physical security systems implementation, maintenance, repair
and life cycle management.

e Providing input relating to the National Infrastructure Protection Plan (NIPP),
Sector Specific Plan (SSP), and NPPD/FPS policy and directives related to
physical security programs.
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Providing technical advice to Facility personnel as a functional subject matter
expert (SME) for physical security programs and security countermeasure
planning and implementation.

Advising management officials on physical security related matters and
communicates with FPS HQ regarding physical security policies, guidelines and
initiatives.

Assists in countermeasure recommendations to provide the greatest level of
operational efficiency in a layered approach to risk mitigation.

Consult senior level managers, working on plans independently, organize
tracking of work and projects, and develop complex security processes and
countermeasures that are suitable for implementation.

EDUCATION AND EXPERIENCE

Extensive knowledge of Physical Security Requirements, Vulnerability and Risk
Assessments, Security Technologies, Local, State and Federal policy
regulations and installation standards.

Knowledgeable in physical security policies, directives, guidelines and training
methods, impacting civil, military and intelligence agencies in an extensive
variety of physical security program areas.

Experience in developing and maintaining security measures for internal and
external stakeholders with an emphasis on work resulting from facility site
visits, inspections, and security related working groups.

Experience as a subject matter expert (SME) in relation to physical security
systems, countermeasures, standards, risk methodology and assessment
management, and complexities related to physical security systems design,
implementation and management.

Proven performance in providing technical support to organizations on security
standards, civil and military, emerging security technologies and industry
standards and best practices. Providing detailed input regarding: Access
control: Electronic, mechanical and policy related; Alarm systems: Intrusion
and duress; Barrier systems: Rated and non-rated applications;
Communication systems: Electronic, physical and policy related; Force
Protection and Guard Management; Screening systems: X-ray and
magnetometer; Surveillance systems: CCTV and lighting and Chemical,
Biological and Radiological Risk Mitigation: Risk avoidance and reduction.

Past experience with the review of security countermeasure recommendations,
as well as projects related to new facility construction and/or major
renovation.

Risk assessment and management programs and associated methodologies to
assist in the development of Physical Security risk assessments.

Experience in the recommendation, planning, integration, and implementation
of physical security countermeasures. Possess a current working knowledge of
global security systems and technologies to assist FPS to recommend the most
relevant and current systems to implement a comprehensive critical
infrastructure security plan.

Bachelor’s degree or equivalent experience.
American Society of Industrial Security (ASIS) Certified is preferred.
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Current Security Clearance is Preferred

COMPENSATION

Compensation based on experience.
Incentives based on performance.
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